
Miroslav Vacura 

325 

THE HISTORY OF COMPUTER ETHICS AND ITS 

FUTURE CHALLENGES 

Miroslav Vacura 

Department of Philosophy 

Faculty of Economics 

University of Economics, Prague 

vacuram@vse.cz 

Keywords 

Computer ethics, Information Ethics, virtual personal assistants, Internet of Things, Linked Data, 

Big Data, virtual currencies, Bitcoin. 

Abstract 

This paper presents an overview of the history of computer ethics, a discipline that has been in 

existence for more than a half century and which is now experiencing exponential growth, and a 

few predictions concerning the ethical issues of forthcoming computer technology. The paper 

begins with the ethical issues introduced in Cybernetics by N. Wiener, then describes the so called 

the First and the Second Generation of Computer Ethics, the “uniqueness debate” of the late1980s, 

the Górniak Hypothesis and the Johnson Hypothesis. The paper also provides a short description of 

the ethics of the process of the development of information systems and project management. A 

basic overview of Information Ethics theory, which purports to be the general foundation of 

computer ethics, is included. The last part of the paper lists a few new and potentially ethically 

questionable areas: Internet of things, new sensors and devices, virtual crypto-currencies, linking 

data, and advanced artificial intelligence. 

1. Introduction 

Computer ethics is a new discipline and it may be considered premature to discuss its history. But a 

close look reveals that its history, which has lasted  for more than a half century, is not only 

inspiring but also provides the necessary foundations for dealing with the present and forthcoming 

ethical issues of computer technology.  We follow in the footsteps of Rogerson and Bynum (1996) 

who tried to summarize the development of information ethics from the mid 1970s to the 1990s. 

They believed that it was possible to identify “two generations” of information ethics: the first 

started in the 1970s when Walter Manes coined the term “computer ethics”, and the second began 

in the mid 1990s when the first efforts to elaborate on the conceptual foundation of information 

ethics emerged.  

Bynum (2000, 2008, 2014) later localized the beginnings of computer ethics to much earlier, to the 

years just after the World War II and he connected them to works of American scholar Norbert 

Wiener. Norbert Wiener did not use the terms “computer ethics” or “information ethics” but his 

ideas were very influential in later development of information ethics.  
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The rest of the paper is organized as follows: Section 2 provides a basic characterization of the 

ethical issues analyzed in Cybernetics of N. Wiener. Section 3 describes so called the First 

Generation of Computer Ethics – it summarizes the pioneering works of W. Maner and 

J. Weizenbaum and several other important figures. Section 4 describes the so-called the Second 

Generation of Computer Ethics – it describes D. Johnson’s textbook Computer Ethics and the 

beginning of the “uniqueness debate”. Section 5 provides an overview of the Górniak and Johnson 

Hypothesis. Section 6 deals with the introduction of ethics to the process of the development of 

information systems and project management. Section 7 provides a description of the Information 

Ethics theory of L. Floridi. Finally Section 8 discusses the future of computer ethics and the ethical 

problems linked to forthcoming technological innovations. Section 9 provides conclusion and 

acknowledgements.  

2. Norbert Wiener and Cybernetics 

There is no exact date for the foundation of computer ethics. However, Bynum (2000) believes that 

computer ethics as a field of study was founded by Norbert Wiener during World War II while he 

participated on the development of antiaircraft cannon. The need for the implementation of 

feedback loops between the part of the system that tracked the aircraft and the part of the system 

that fired the shells required specific scientific challenges. These challenges later led to 

development of a new science dubbed “cybernetics” by Wiener. This new science dealt with 

information feedback systems and relied on inspiration from animals or living organisms.  

In Wiener’s (1948, p. 28) first book, Cybernetics (which deals mainly with technical aspects of 

cybernetics), he is clearly already aware of the ethical importance of this new discipline. Later, 

when he wrote the book The Human Use of Human Beings (Wiener, 1950, 1954) his writing was 

completely devoted to the ethical issues of new technology and applied ethics were framed in 

discussion of a number general ethical questions concerning issues like the purpose of human life 

or justice. Similar topics were also analyzed in his later book God and Golem, Inc. (Wiener, 1963), 

which also includes discussion of computer security, artificial intelligence, and robotics. Bynum 

(2014) points out that this book also presents the first discussion of the relation of information 

technology to the social environment. It deals with issues connected to unemployment, religion, 

globalization, teleworking, virtual communities, and enhancing of human bodies with computer 

technology.  

3. The First Generation of Computer Ethics 

The term “computer ethics” was coined decades after Wiener’s pioneering work. Walter Maner 

created the term to refer to a specific branch of applied ethics focusing on ethical problems created, 

transformed, or exacerbated by computers or computer technology. He was the first to develop and 

present university courses that dealt with this topic, as well as publishing many relevant materials 

and documents that influenced the subseuent development of computer ethics as an academic 

discipline (Maner, 1980).  

Rogerson and Bynum (1996) identify Joseph Weizenbaum as another key thinker who is 

considered to be part of the first generation of the computer ethics movement.  Weizenbaum (1976) 

suggested that there should be some strict limits to the computerization of human life. He 

considered such limits to be necessary in order to protect important social values form the negative 

influence of computer and information technology. Bynum (2000) points out some specific 

examples of such relations between individuals and computers that had already been documented in 
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the 1970s: at MIT some students and staff became emotionally involved with a computer and 

shared their intimate thoughts with it. This was connected to experiments with computerized 

Rogerian psychotherapy performed by a computer program called ELIZA, which was created by 

Weizenbaum (1966). Some scientists became convinced that computers coul replace humans in 

psychotherapy and there is still ongoing research about such a possibility with some researchers 

continuing to suggest it as viable alternative (see Plutchik and Karasu, 1991). This implies that the 

ethical questions raised by Weizenbaum's research are still important today.  

Bynum (2000) also observes that during the 1970s the first instances of computer crime occurred 

and the invasion of privacy by electronic technology became a public worry. This led Donn Parker 

to work on a specific ethical code, which was adopted in 1973 by the Association for Computing 

Machinery and later updated several times (ACM, 1992). The experiences from developing the 

ethics code for the Association for Computing Machinery were later summarized in a volume 

edited by Parker, Swope and Baker (1990). 

4. The Second Generation of Computer Ethics 

During the 1980s several influential publications in the field of computer ethics appeared. Deborah 

Johnson published the first major textbook on the topic, entitled Computer Ethics (Johnson, 1985). 

The book deals with the problems related to the ownership of software and intellectual property, 

questions concerning privacy, the responsibilities of computer professionals, and issues related to 

the fairness of the distribution of resources. Revised editions (Johnson, 1994, 2001) added 

discussion of topics such as computer technology and politics, hacking, and use of computers by 

people with disabilities. 

The late 1980s are also marked by the beginning of the “uniqueness debate”. Maner suggested and 

still defends (Maner, 1996) the idea that computer ethics is a specific and autonomous academic 

discipline dealing with specific issues connected to computer technology. From this point of view, 

computer technology created ethically unique problems that have no correlation in thehistory of 

ethics. Johnson, on the other hand, maintained that while computer technology presents new ethical 

challenges and problems, these problems are new versions of standard moral problems and moral 

dilemmas. While computer technology may exacerbate traditional ethical problems or present them 

in new context, they are merely the disguised classical problems of ownership, power, 

responsibility and privacy.  

Maner's work inspired many followers including Terrell Ward Bynum who also later developed a 

university course and became editor of a special issue of the journal Metaphilosophy, entitled 

Computers and Ethics. Perhaps the most influential article in this issue was written by James H. 

Moor and is entitled What is Computer Ethics (Moor, 1985). Bynum also published a number of 

articles describing historical development and the specific issues of computer ethics (Bynum, 1999, 

2000, 2008, 2014). 

5. Górniak and Johnson Hypothesis 

In the mid 1990s Krystyna Górniak-Kocikowska (1996) presented a theory (“Górniak Hypothesis”, 

see Bynum 2000) that developed Maner's idea even further, arguing that computer ethics is now 

just a brand of applied ethics will become universally applicable to the global ethical system. 

Górniak-Kocikowska believes that major historical ethical systems like Bentham's and Kant's were 

developed as a response to major technological innovations but were limited by their foundation in 
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their local cultural context. Computer ethics developed as response to the computer revolution, but 

because this revolution has global character computer ethics is also going to have global character.  

Johnson (1999) argues for the opposite prediction (“Johnson Hypothesis”), which is that the 

computer revolution will not lead to the creation of new universal ethical system which would 

replace Bentham's or Kant's but that computer ethics will continue to develop as a specific branch 

of applied ethics while still remaining on the foundation of general ethics and its systems.  

A different point of view was presented by Donald Gotterbarn (1991, 2001), who states that 

computer ethics should be primarily understood as professional ethics focusing on developing 

codes as well as the standards of ethics for computer professionals and specialists.Similarly, 

Walsham (1996) claims that traditional ethical systems and mainstream research in ethics will still 

provide necessary foundation for research on the ethical issues of information technology. He 

describes ethical theories drawn from philosophic literature and uses these theories to critique 

aspects of the ACM Code of Ethics (1992). 

Many authors agree that since the 1980s the field of computer ethics has experienced exponential 

growth (Kenneth and Herman, 2008, p. 39). In 1987 the Research Center on Computing and 

Society (RCCS) at the Southern Connecticut State University was created and in the late 1990s the 

Software Engineering Ethics Research Institute (SEERI) at East Tennessee State University was 

established. Additionally, several conferences on computer ethics were organized during this time.  

6. Information Systems Development and Project Management 

Rogerson and Bynum (1996) also mention the introduction of ethics to process of development of 

information systems and project management. They propose moving from a “techno-economic” 

view to a “techno-socio-economic” approach for project management and this view is shared by 

several other authors (Avison 1995, Wood-Harper et al. 1995) who analyzed existing development 

methodologies which propose more ethically responsible approaches to decision making, which in 

turn is inspired by Aristotelian theory (Rogerson and Bynum 1995). 

In an effort to alleviate the deficiencies of traditional methodologies a few proposal have been 

made (see Checkland 1981, Avison and Wood-Harper 1990). The most notable of these was the 

ETHICS methodology developed by Mumford (1983a, 1983b). Mumford emphasises the 

importance of job satisfaction that can be derived from the five fundamental fields of needs for an 

employee: knowledge (learning new things), psychological (need for recognition), efficiency (need 

for support and control), ethical (fairness), and task structure. The needs of the employee and the 

needs of the employer should, in the end, be equally satisfied. 

7. Information Ethics 

Floridi (1999) claims that standard ethical theories cannot be adapted to deal with the problems of 

computer ethics because computer ethics requires a conceptual foundation as an ethical theory. He 

therefore advances the development of Information Ethics to be understood as the philosophical 

foundational counterpart of computer ethics. The fundamental moral question of Information Ethics 

is “What is good for an information entity and the infosphere in general?” Floridi argues that apart 

from traditional elementary ethical concepts such as life or pain there is also something even more 

fundamental: being understood as information. This places information entity to the center of moral 

discourse and makes it an object of recognition that presupposes any necessary regulation to any 

morally legitimate action. 
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Floridi (1999) formulates the following fundamental principles and concepts of Information Ethics: 

1) Uniformity of becoming – all processes, operations, actions and events can be treated as 

information processes. 2) Reflexivity of the information process – any information process 

necessarily generates a trail of information. 3) Inevitability of the information process – absence of 

information is also an information process. 4) Uniformity of being – an entity is a consistent packet 

of information. 5) Uniformity of agency – an agent is defined as an entity capable of producing 

information phenomena that can affect the infosphere. 6) Uniformity of non-being – non-being is 

an absence or negation of any information. 7) Uniformity of environment – the infosphere is the 

environment constituted by the totality of information entities.  

Floridi (1999) also defines 27 fundamental information properties of the infosphere, providing 

regionalization of the infosphere. Based on this foundation he proposes the four moral laws of 

Information Ethics: 1) Entropy ought not to be caused in the infosphere (null law). 2) Entropy 

ought to be prevented in the infosphere. 3) Entropy ought to be removed from the infosphere. 

4)Information welfare ought to be promoted by extending (information quantity), improving 

(information quality) and enriching (information variety) in the infosphere. 

Furthermore, Floridi (2008) later developed the RPT model (resource-product-target) that explains 

the “life of information” and therefore provides important moral implications for any moral agent.  

8. Future of Computer Ethics 

Contemporary computer ethics deals with traditional themes such as computer crime, privacy and 

anonymity, freedom, intellectual property, professional responsibility, and globalization in relation 

to new ethical issues. Technological development leads to a) new problems in mentioned areas and 

b) completely new types of problems. Technological innovation usually presents ethical questions 

not in just one but in several areas. It is also possible to distinguish between a) issues of computer 

ethics in the traditional sense of the term, as they relate to interaction of men and computer, and b) 

issues related to computer based devices, new peripherals, wearable computers, robotics, etc. 

We present a list of issues which is not to be considered to be exhaustive, but which emphasizes 

problems that we believe to be the starting points of the future research efforts in the field of 

computer ethics. 

8.1. Internet of things, new sensors and devices 

Some of the new ethical considerations are linked to the Internet of Things (IoT) initiative that 

advances the idea of the universal addressability of physical things and of connecting most of them 

to the Internet. Van Kranenburg and Bassi (2012) claim that the challenges posed by Internet of 

Things are impossible to manage with the existing policy tools and research programs, as these are 

too slow and too instrumental. Similarly Popescul and Georgescu (2014) emphasize the ethical 

issues of IoT related to the sensitivity of transmitted data, information and knowledge. Closely 

related to the IoT initiative is the wide usage of sensory devices. Electronic sensor systems 

(cameras, passive infrared detectors, etc.) are relatively common in security systems, however for a 

long time these were not connected to Internet or other networks.   

We can distinguish between 1) static sensory devices, which are installed on a fixed location and 2) 

mobile sensory devices, which are personal devices that move together with the user. We can also 

distinguish sensors for 1) location / position (GPS etc.), 2) environment (video / audio, weather, 

temperature, light conditions etc.), and 3) health and biometric data. 
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Alongside traditional sensors there are new types of network connected sensory devices installed 

even into living rooms - e.g. Microsoft Kinect. The widespread availability of these devices raised 

new questions concerning privacy. Sottek (2013) even compared them to Orwell’s Telescreen from 

the novel Nineteen Eighty-Four. On the other hand, there are works like that of Zhang et. al. (2012) 

that proposes a new privacy using an automatic fall detection method which would facilitate the 

independence of older adults living in the community. 

There is also a growing number of new mobile / wearable sensory devices and most of them are 

somehow connected to internet, either directly or via a networked mobile phone or personal 

computer. These wearable sensory devices register health related and biometric data (e.g. a growing 

number of “fitness bands”), or they continuously capture audiovisual data like Google glass or 

“action cameras”. 

Related to the new sensors is the new hardware and issues of robotics. One of the most discussed 

contemporary issues is the emerging technology of drones. The majority of ethical research relates 

to military use of drones. For example Brunstetter and Braun (2011) analyze the use of drones in 

the context of the “just war” tradition for their foundation. Coeckelbergh (2013) analyzes that drone 

warfare not only creates physical distance, but also moral distance that makes it easier to kill one’s 

opponent. Civil use of drones haven’t been ethically analyzed as complexly.  

8.2. Virtual crypto-currencies 

Emerging virtual currencies like Bitcoin also present unexplored ethical issues. Krugman (2013) 

charges this entire payment system with being “evil”. Angel and McCabe (2014) compare forms of 

payment – paper, plastic, and virtual currencies – and conclude that there is often an asymmetric 

power relationship between payer and payee and question the fairness of these forms of payment. 

Payment tools as such are in their view ethically neutral, but can be used in an ethical or unethical 

manner. 

Bergstra and Leeuw (2013) go beyond Bitcoin in their analysis. They classify Bitcoin as technical 

informational money (TIM) and explore a more extreme notion of informational money that may be 

developed: exclusively informational money (EXIM). They present a thought experiment that 

contemplates Bitguilder, a hypothetical copy of Bitcoin that qualifies as an EXIM. Their paper also 

provides a business ethics analysis of Bitcoin and it reveals a number of issues. 

8.3. Linking data and advanced artificial intelligence 

There are also ethical challenges related to the Linked Data initiative that purports to publish 

structured data in a standardized format that can be interlinked and utilized with common web 

technologies and ultimately made standard like HTTP, URI or RDF. This initiative is related to the 

concept of Big Data (technologies developed to deal with extremely huge amounts of data) and 

advances in machine learning algorithms. Complex ethical research in this area is still lacking.  

Related to the growing amounts of data available online and linked together in the cloud is the 

renewed focus on artificial intelligence and the increasing awareness of its possible ethical issues. 

Astrophysicist Stephen Hawking famously stated that “the development of full artificial 

intelligence could spell the end of the human race,” and similarly the business executives such as E. 

Musk from Tesla Corp. or B. Gates, the founder of Microsoft, consider artificial intelligence a 

threat. J. Tallinn from the Centre for the Study of Existential Risk and the Future of Life Institute 

considers contemporary artificial intelligence unlikely to pose a threat, but future systems called 

artificial superintelligence may present considerable danger. (Greenwald, 2015) 
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Artificial intelligence systems like Amazon’s Alexa, IBM’s Watson and Google Brain, are just few 

of these emerging systems that combine cloud technology, vast amounts of data, and advanced 

machine-learning algorithms. The introduction of virtual “personal assistants” in the form of 

software embedded in mobile phones (e.g. Apple Siri, Microsoft Cortana, Google Now) presents 

substantial technological innovations but also implies severe ethical questions. Some of the 

potential issues like the infringement of rights of people who were used as the models for virtual 

personalities were discussed by Wassom (2014). But there also ethical problems related to the 

cloud based nature of these services: each user interaction is sent to the central computing hub of 

the provider, analyzed, and results or responses are sent back to the device. Such architecture 

presents considerable privacy and security risks, however proper ethical analysis and assessment 

has not been yet made.  

9. Conclusion 

Why do we need computer ethics? Computer ethics facilitates discussion about contemporary 

ethical issues that cannot be solved easily within existing ethical theory but which are still 

important for the everyday lives of computer users. Such discussion may result in the formulation 

of ethics codes that present voluntarily and widely accepted regulatory principles, or may even lead 

to new laws that embody what is ethically important.  

As a starting point for such discussions the presented paper provides an overview of the history of 

computer ethics, a discipline lasting for more than a half century, which is now experiencing 

exponential growth, and a few predictions concerning the ethical issues of forthcoming computer 

technology. We mentioned the ethical issues first introduced in Cybernetics by N. Wiener, then we 

described the so called the First and the Second Generation of Computer Ethics, the “uniqueness 

debate”, the Górniak and Johnson Hypothesis, and the introduction of ethics to the process of the 

development of information systems and project management. We also provided a basic overview 

of the Information Ethics theory of L. Floridi. The final Section focused on the future of computer 

ethics and established the basis for our future work. 
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